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I/IH(bOpMaHI/IH 00 OCHOBHBIX BHJaX MOIICHHHNYCCTBA

B Hacrosimee Bpemss HauOoyiee PpACIPOCTPAHEHHBIM CIIOCOOOM  COBEPLICHHUS
MpeCcTyIUIeHUH B JaHHOU cdepe sIBIseTCs XHUIIeHne ¢ OaHKOBCKUX KapT TpaxkaaH, KOTaa
3JIOYMBIIUICHHUKN IO TeAe(OHY NPEACTABIAIOTCS COTPYJIHHUKAMH CIIy>)KO 0€30IacHOCTH
pPa3IUYHBIX OAHKOB W MOJI PA3IUYHBIMU MPEAJIOTaMU MOJTYYaloT OT MOTEPHEBIINX HOMED
06ankoBckoi kapThl, koa CVV (3 uudpsl Ha 0OpaTHON CTOPOHE KAPTHI), a TAKXKe MapoJIH,
npuxonausime no SMS, HeoOXoAUMBIE 17151 IPOBEACHUS (PUHAHCOBBIX OINEpaIIHil.

3a4acTyr0 MOTEpIEBIINE, HAXOAICH I0J BIMSHUEM MOLICHHUKOB, CAMH CHHUMAIOT
JEHbIU, B TOM 4HUClIe OPOPMIIAIOT Ha ce0si KPEeIUThl, U MEPEBOJAT MX Ha aOOHEHTCKHE
HOMEpPA WM CYETA, YKa3aHHBIC 3JI0YMBIIIJICHHUKAMM.

Takke 370yMBIIUIEHHUKHM MOTYT COOOIIUTH MOTEPHEBIIMM O HEOOXOJIUMOCTH
YCTAaHOBJICHHSI Ha CMapT(OH, KOMMBIOTEP WM IUIAHUIET pPAa3jIu4HbIX POrpamMm
(«Anydesk», «Quick support», «Teamviever» u np.), BblIaBas UX, B TOM 4YHCIE, 3a
AHTUBUPYCHBIE, MMO3BOJIAIOMIMX MOIIEHHUKAM JUCTAaHIMOHHO, T.€. YJAJIEHHBIM JOCTYIIOM,
YOPABJIATH CMApTHOHOM, HOYTOYKOM HIIM IUIAHIIETOM M, KaK CJIEJCTBUE, OCYLIECTBISAThH
OHJIAITH MepeBO/Ibl OT UMEHM MOTEPIIEBUINX YEPE3 UX JIMUHBIN KaOUHET.

B Xxome TeneoHHBIX PAa3sTOBOPOB  MOLIEHHUKM MOTYT COOOLIUTH  Balld
nepcoHanbHble naHHble: PUO, nary poXAeHUs, NaclOpPTHBIE JAHHBIE, a TAKKE Jaxe
MIOCJIETHAE Ollepaluy [0 BallUM cderaMm. Kpome TOro, mnpecTyIHHUKH, HCIOJIb3Ys
BO3MOXXHOCTH [P-TenedoHnu, MOryT oCyIIecTBISATH 3BOHKM C AOOHEHTCKHUX HOMEpOB,
CXOXKHMX WJIM UACHTUYHBIX O(QUIMAIbHBIM HOMEpaM OaHKOB, YKa3aHHBIM Ha 00OpOTHOM
CTOPOHE KapT, UJIM IPABOOXPAHUTEIIbHBIX OPTaHOB, B TOM YKCJIE TOJULUU.

UtoObl HE cTaTh >KEPTBOM MOJOOHBIX MPECTYIUIEHUH HEOOXOAUMO MOMHHUTH, YTO
HACTOSIIIME COTPYIHUKN OAHKOB HUKOT/IA HE 3BOHSAT KJIMEHTAM U HE MPOCAT COOOUIUTH UM
Kakyro-mu00o wuHGOpMAIIMIO, KacCalIlylCcsd KaK WX MEPCOHANBHBIX JaHHBIX, TaK U
O0aHKOBCKOW KapThl. HU mpu kakux oOCTOATENBCTBAX HE pasrialiaiTe HUKOMY, BKIIIOYas
COTPYJIHUKOB OAaHKOB, MAapoJid Ha TpoBeAeHue omnepanuid. [laponas 11 BXoja B CUCTEMY
«bank Onnaiin» 3TO Bailla JU4YHAs KOHPUACHIMaNbHas uHpopMaius. Takxke, He B KOeM
cllydae HEe CTOMT yCTaHaBIMBATh MO0 MPOChOE HEM3BECTHBIX JIMI] KAKHE-THOO MPHUIIOKEHUS
(mporpamMmet).

Wubie criocoObl MOIIEHHUYECTBA, COBEPIICHHBIE TUCTAHIIMOHHBIM CIIOCOOOM.

C ucnonb3zoBanueM cetu UHTEpHET:

1. Ilyrem nonydenusi mpeaormiatel B pazmepe 10 100% 3a ToBap wiam yciyry c
MOMOILIBIO CO3/IaHUSI «OJHOIHEBHBIX» HWHTEPHET-MAarasuHOB M CaWTOB-IBONHUKOB; C
UCIIOJIb30BaHUEM VHTepHeT-MIomaaoK no NpoAaxke TOBapOB U yCIyT (CalThl «ABUTOY,
«¥Ona» u ap.); B conuanbHbIX ceTsax «B koHTakTe», «OJHOKIACCHUKU» U T.1.

[Ipexne yem 3akasars ToBap B MHTEpHETE MMOYMTANTE OT3BIBBI HA Pa3HBIX CauTax O
JAHHOM WHTEpPHET-MarasuHe Wid BUPTYaJbHOM IPOJABIIE, B CIIy4yae HaJU4Msl Bbl Cpa3y
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OOHapy)XUTE OTPHUIATEIbHBIE OT3bIBbI, OTCYTCTBHE OT3BHIBOB O BBHIODAHHOM BaMU
MHTEPHET-Mara3uHe TOBOPUT O KOPOTKOM IMEPUOE Er0 CYIIECTBOBAHUSI.

BauMmarenbHO unTaiiTe Ha3BaHWs VHTEpHET-Mara3uHa WU OpPraHU3alluu TAE BbI
IUTAHUPYETE MPUOOPECTH KaKue-IMOO TOBapbl, B TOM YHUCJE MOKyIKa OWJIETOB Ha BCE
BU/JIbI TPAHCIIOPTA, OIjIaTa yCIyr U KpeauToB. TeM cambiM Bbl n30exuTe calToB- KIIOHOB.
CrapaiiTech n30erarh MOKyIKH ToBapa 1o npegormiate. Eciau nena ToBapa ropasio HUxXe
IIEHbI B OOBIUYHBIX POSHUYHBIX Mara3uHax, Tak U B IPYTrUX UHTEPHET- Mara3uHax, Jubo Ha
PBIHKE B LIEJIOM (HanpHMep, MPU MPOJaXe aBTOMAIINHBI 110 3aH>)KEHHOW CTOMMOCTH), 3TO
ITOBOJI HACTOPOKUTHCS.

2. Ilyrem mnomydenuss uH(OpPMALKUUA OT JIMILA, PA3MECTHBIIETO OODBSIBICHHUE O
npojake Kakoro-iubo ToBapa, O MOJHBIX PEKBU3UTaX €ro 0aHKOBCKON KapThl (HOMED,
Cpok aewicTBus, nanubie aepxkatensi, C VC-kox), sskoObl, ¢ 1eNbI0 BHECEHUS TPEIOTUIATHI,
C IOCJIEAYIOIINM XHUILIEHUEM C HEE IEHEKHBIX CPEICTB, UCIIOJIb3YS ITOTYyUYCHHBIC TAHHBIC.

He cooOmaiite HeW3BECTHOMY Kakylo-InOo uHGOpPMAIMIO, Kacaroulyrocs
OAHKOBCKOM KapThl - Ul OCYILECTBICHHUsS NepeBoja TpeOyeTcs TOJIbKO HOMEp KapThl,
an00 mnpuBA3aHHBIA K Hell aboHeHTckuid Homep. Hu mpu kakux oOCTOSITENbCTBAaX HE
cooOmaiTe mapoau Ha mpoeneHue omnepauui. [lapons nns Bxoma B cuctemy «baHk
Omnuaitny 9T0 Balia JuyHasi KOH(MUIEHIIMaIbHas HH(pOopMaIus.

3. C wucnonp3oBaHueM CChUIOK B ceTH «l/IHTepHET», NepeHanpaBIAIONIMX Ha
«pUImMHroBbIe» (MOAAEIbHBIE) CAWThI, TPEIOCTABIECHHBIX MOLIEHHUKAMH MOTEPIIEBIINM
IIPU OIUIATE TOBApa, Pa3MEIICHHOIO Ha canTax «ABuUTO», «lOna» m apyrux, a Takxke npu
MOKYIIKE /1] 1 aBUAOMIIETOB, OMJIETOB B KHHOTEATPHI.

He nepexoaute 1o npuciaHHbIM HE3HAKOMBIMHM JIMIAMU CChUIKAM U HE BBOJAMTE
JaHHBIE CBOUX OAHKOBCKHX KapT.

4.B3510M cTpaHuUll MTOJIB30BATENIEH B COLUAIBHBIX CETAX, B OCHOBHOM «BKOHTakTe» u
«OJIHOKJTACHUKMY, U PACChUIKAa COOOLIEHUM «JIpY3bsIM» OT UMEHH JAHHOTO I0JIb30BATENS
C Mpoch00il OJOKUTH JEHET, KOTOpble HYXHO MEPEBECTH Ha yKa3aHHble aOOHEHTCKHE
HOMEpa WM OAHKOBCKUE KapThl.

IIpexxne yeM OCyIEeCTBUTH IIEPEBO IIO3BOHUTE CBOEMY JIPYTY, OT KOTOPOT'O IIPUILIO
coO0IIeHNEe, U YTOUYHUTE WH(OPMAITHIO.

5. IlyreM mosydyeHHUsl AEHEXKHBIX CPEACTB OT MOTEPIEBIIMX MPHU, SIKOObI, BHECEHUU
CTaBOK Ha (DOHIOBBIX U MHBIX OMpIKaX.

[Ipexxne 4Yem BHOCHTH JEHBIM TOYMTAWTE OT3BIBBI HA PA3JIMYHBIX CalTax B
HNHTtepHeTe, y3HAUTE K IOPUCIUKLIMNA KaKOM CTpPaHbl OTHOCUTCS IEATEIBHOCTh JAaHHOU
OpraHM3alNH, a TAKKE O3HAKOMBTECH C MPABUJIAMU U YCIOBUSIMHU €€ IESITENBHOCTH.

C MCronab30BaHUEM CPEACTB COTOBOM CBSI3U NYTEM COOOIIECHHUS rpak/laHaM 3aBEJIOMO
JI0’KHOW MHGMOpMAITUH:

6 O HapymeHuu ux OJU3KUMH POJICTBEHHUKAMHU JCHCTBYIOIIErO 3aKOHOAATEIbCTBA
(coBepmienue JTII, npuunHeHHE TEIECHBIX MOBPEXKICHUM, XpaHEHUE HAPKOTUKOB U T.I1.),
C ULeNbl0 Mepelayd MOTEPHEBIIMMH JCHEKHBIX CpPEACTB dYepe3 IOCPEAHUKOB, JIMOO
MEPEBOJI UX YE€PE3 TEPMUHAIBI OIUIATHI JJI PA3PELICHUs CIOXKUBIIEHCA cuTyauud. 1lpu
STOM MOILEHHHUKHU CTaparoTCs JIepKaTh «GKEPTBY» BCETAa Ha CBSI3U, C LIEJIBIO UCKIIFOUEHHUS
KaKUX-JIM00 JIEUCTBUM C €€ CTOPOHBI 10 MPOBEPKE MHPOpMAITIH.

Heobxoaumo mnepe3BOHUTh HAa M3BECTHbIE a0OHEHTCKHE HOMEpa JIMIY, KOTOPhIM
MPEACTABISIETCS  3JIOYMBIIUIEHHUK, JIMOO POJICTBEHHUKAM, C IEJIbI0 BbIACHEHHUS
JNEeWCTBUTEILHOCTH TMPOU3OLIEAIINX COOBITUM. [lompocuTh 3BOHSAIIEIO0 Ha3BaTh KaKHeE-
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anbo JaHHbIe JMLa, KOTOpbIM OH mpexactapisercs (P.JM.O., mara poxneHus, MecTo
KUTEIbCTBA, IAHHBIE POJICTBEHHUKOB, KAKUe-TM00 (PAKThI U3 )KU3HU U T.1.).

7.0 BO3MOXHOCTM TIOJy4Y€HHs KOMIIGHCAIlUM 3a paHee MpUOOpETEHHbIE
HEKAYeCTBEHHbIC TOBapbl WM OKa3aHHBIE YCIYTH, JAJII Yero HeOOXOIUMO TMEepPEYUCIHUTD
ONPEIEIICHHBIN MPOLEHT OT MOJIATal0IIENHCA CYMMBI.

Crnenyer 3HaTh, YTO pa3jMYHbIE KOMIEHCAUH BBIIIAYMBAIOTCS Tpa)kaaHaM TOJBKO
MpU UX JTUIHOM MUCHMEHHOM OOpAIlleHWH B COOTBETCTBYIONIME OpraHm3anui. Hukakwe
MIPOIIECHTHI 32 BBIIJIATY KOMIICHCAIIMNA HE YIIJIAYUBAIOTCA.

8. SIk0OBI, W3 TMONMUKIMHUKA WU OOJBHHIBI, O TOM, 4yTo y Bac unm y Bammx
POJICTBCHHUKOB OOHApPYKIWJIM CTPAlTHBIA JWAarHOo3, W 9YTOObI BBUICUUTH OOJIE3HBb
HE00XOAMMO MEPEBECTU JEHBIM 32 JIEKapCTBA.

Heobxoaumo MOMHUTB, YTO HACTOSIIMN Bpad HUKOTAA HE OyAeT 3BOHUTH BaM IO
TenedoHy U cooOIlIaTh O «CTPAIIHOM JUAarHOo3e» WM MPOCUTh MEpPEeBECTU JEHBIH 3a
JIEKapCTBa.

9. C npock0oil KynmuTh MNPOAYKTHI, COUPTHOE, LBETHl U T.M., JOCTABUTh HUX IO
YKa3aHHOMY aJIpecy, a TOMYTHO IEPEUYMCIUTh JIEHEeKHBbIE CpelcTBa Ha TeiaedoH, C
3aBEPEHHUEM, UTO JICHbI'UM BEPHYT IO MPUOBITHIO HA aJpec 3aKa3uuKa.

Ecnu BB ucnonusieTe kakoe-1mbo mopydeHue mo tenedoHy, J0CTaBlIsIeTe 3aKa3bl, TO
HE CJIeyeT EPEBOJIUTh JCHBI'Y HAa HE3HAKOMBIE TENIEOHbI, CHayana JOCTaBbTE TOBAP IO
Ha3HAYEHUIO U HA MECTE ONPEAEIUTECH C 3aKa3UUKOM.

10.KpoMe IHCTAaHIMOHHBIX MOIIEHHUYECTB TPaXJaHE CTAHOBITCA JKEPTBAMHU M
KOHTAKTHBIX MOIIICHHUYECTB, COBEPIICHHBIX TOJ BHJIOM COIMAJIbHBIX PaOOTHUKOB,
COTPYJHUKOB pa3JIMUHbIX oOpraHuzanuid (ropra3, ropcBer, lleHcuoHHbi (oHI,
MEIUIMHCKHE pabOTHUKU W T.1.). Ilpensmoramu Moryt OBbITh: CpOYHBIM OOMEH JCHET,
HaJ0aBKU K TEHCHUM, TPOBEpKA Tra30BOrO WM BOJSHOIO 00OpYy/OBaHHWA, TEpepacyeT
KBapTIUIAThI, IPEMHUH BeTepaHam, ipojaxa bAJoB, MeMUIIMHCKUX TPUOOPOB HIIUA IPYTUX
Pa3JIMYHBIX TOBAapOB MO JIbITOTHBIM IIeHaM W T.1. OCHOBHas LENb 3JI0YMBIIUICHHUKOB -
Y3HAaTh, [JI€ XPAHATCS JI€HE)KHBIE CPEACTBA <GKEPTBBI», MOCJIE YEro OTBJIEYL €€ BHUMAHUE
U COBEPIIUTh WX XHUIeHHe. Takke MpeyioroM MOXET ObITh TaJaHue, CHATHE SKOOBI
HaJIO’KEHHOM TIOpYH, UCIICJICHUE OT 3a00JIEBAHMIA.

Kak nmonsite oOMaH:

- 00 oOMeHe JEHEKHBIX CPEACTB WJIM IMPOBEACHUM KaKUX-TMOO pedopM 3apaHee
Oyner coobmarbest B paznuuHbix CMMU (TeneBupenue, paauo, NeYaTHbIE W3JaHUs), B
OTZIEJICHUSAX OAHKOB, YUPEKIECHUAX COLIMAILHON MOJUTUKH, TIEHCUOHHOTO (OHAA U T.A.

- Y3HaTh, YTO 3a OPTraHMU3aLUIO0 MPEACTABISIIOT MPUILEIIIME W, MO3BOHUB TYyAA,
y3HaTh, €CThb JIM TaM TaKH€ COTPYIAHUKH U TPOBOAMUTCS JHU OOXOJ JIOMOB IO
0003HaYE€HHOMY BOIIPOCY; MOMPOCHUTH MPEABIBUTh yIOCTOBEPEHHUE;

- YBEJIOMHTH POJICTBEHHUKOB (3KEJIaTE€JILHO MOMPOCUTH MOAHEXATh);

- MO3BaTh COCECH;

- TO3BOHUTH 3aKPEIJICHHOMY COITHAIbBHOMY PaOOTHUKY;

- HE CTOHUT TMOKYyNaTh y HEU3BECTHBIX HHUKAKUX JIEKAPCTBEHHBIX IMPENapaToB,
ra3oaHajn3aTopoB, CUYCTYUKOB, GUIBTPOB IS BOJABI, XO3SMCTBEHHBIX TOBAPOB,
MEUITMHCKUX MTPUOOPOB U T.II.



